User Manual ¢ Access FEW and FALW websites ¢ November 2015

1. Introduction

To access your personal homepage which was given to you before the migration of all IT services to the central IT
department, the below instructions will help you do so.

2, Via WinSCP on a Windows platform

Go to https://winscp.net/eng/download.php
and click on Portable executables. The download
will start shortly. Open winscp576.zip with a zip
file manager (like 7-zip).

WinSCP

Free SFTP, SCP and FTP client for Windows

Je . : nsta
Guides F.A.Q. Scripting .NET & COM Lib Fo

WinSCP Downloads

[Download WinSCP] [WinSCP Release Notification] [Download PuTT

Advertisements

Download WinSCP
WinSCP 5.7.6

Installation package (5.6 MiB; 139,121 downloads to date)
Portable executables (4.7 MiB; 20,678 downloads to date)
.NET assembly / COM library (4.6 MiB; 972 downloads to date)
Source code (8.8 MiB; 540 downloads to date)

[Release Notes, Checksums] [What's New] [Release Notifications]

Click on WinSCP.exe and Extract the file to a iy S \win=cpS 76,5}
folder of choice. File Edit

View Favorites Tools Help

p = 7 o) wp K1

Add |Extract| Test Copy Move Delete Info
T (& cousere Downloads\winscp576.ziph

Mame Size Packed Size
|| license.te 37129 12854
|| readme.tet 358 201
m ] WinSCP.com 274 328 107 567

CE WinSCP.exe 12104 536 4 804 451

Open the program WinSCP.exe and enter the B g wescr L8 . R
following information: G e e sesmen
| Fle prodncsl:
_9:“‘ el
e Host name: sftp.data.vu.nl — o—
witm datn v H n e
e Username: <Your VUnet ID> e o
I S |v Advarced... |
e Password: <Your password>
Click Advanced...
Toos ¥ Mansge T [ Ewes ]| ome i
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Click on Connection and change the
Server response timeout to 120 seconds.

Click Ok to confirm these advanced
settings and click Login to login to the file
server.

The following warning might appear, Click
Yes to continue.

When the connection is successful for the
first time, the Authentication Banner will
show up. It’s optional to check the box
Never show this banner again. Click
Continue.

[ bl
Advanced Site Settings | ? 23 |
Environment Connection
- Directories Passive mode
- Recyde bin
- SFTP Optimize connection buffer size
—r Server response timeout: 120 5 seconds
- Tunnel
Keepalives
i Key exchange @ Off

- Authentication

() Sending of null SSH packets

() Executing dummy protocol commands

Internet protocol version

@ Auto © IPv4 D) 1Pve

o] [oma ] [

[

"

Warning — T -

Continue connecting to an unknown server and add its
host key to a cache?

The server's host key was not found in the cache, You have no guarantee
that the server is the computer you think it is.

The server's rsa2 key fingerprint is:
ssh-rsa 2048 35:91:26:bfifd:90:7 :b9:9d:4f:62:29:58:d6: 20:94

If you trust this host, press Yes. To connect without adding host key to the
cache, press Mo, To abandon the connection press Cancel.

| ves || Mo || Concel || Copykey || Help |

[

By Authentication Banner - I @sftp.data.vu.nl - Win... Iﬁ

4
-

"zsh

Unauthorized Access Prohibited.

ID=@ssh.data. vu.nl”

Mever show this banner again [ Continue ] ’ Help

O ___OlL_0OlL
I\ (<] =010
A
|_,|".ﬁ.rnsterdarn

m

If you are not prompted for a password, try:

-0 preferredauthentications=password <VUMET-
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C_)n the _rlght side of the program, you see your —— IEl[ 2 O 2 | FindFiles | 3
files. Click on Open directory/bookmark (or use -
Ctrl + O) Open directory/bookmark (CtrI+OJE|
/home/ I
Marne - Size Changed Rights
PR 11-11-2015 9:56:06 P
. Desktop 16-6-2015 13:16:46 PWX------
. Documnents 16-6-2015 13:17:06 PWX------
. Downloads 18-8-2015 16:53:02 PWHT-r-X
. Music 18-8-2015 16:53:02 PWHT-r-X
. Pictures 18-8-2015 16:53:02 PWHT-r-X
J Public 18-8-2015 16:53:02 PWHT-r-X
. Templates 18-8-2015 16:53:02 PWXT- XX
. Videos 18-8-2015 16:53:02 PWHT-r-X
| quota-pstord02.bd 1KB 11-11-20159:04:24 PWi-F--r--
Enter the following path: Open directory |2 = |
. — &3 Open directory:
° _—
For your personal homepage: || e ——— .
0 /mnt/personal/few/<YourFormerF Site bookmarks | shared bookmarks
EW_FALWLoginName>
Add
0 /mnt/personal/falw/<YourFormerF —
EW_FALWLoginName> :
e For your group homepage:
0 /mnt/group/<YourGroupSite> -
Click Ok to continue. Down
[ Location Profiles... ] [ 0K ] [ Cancel ] [ Help

Start ed|t|ng index-htm by dOUble CIiCking the 'i;l, [mntfpersonal.’few_’index.htm—_@sﬂp.data.vu.nl— Editor - WinSCP

file in WIinSCP. If there is no index.htm, make a 2 X [@|D ¢ |# & & & Encoding - []Color~
text file and save this under the name Hello, world.

index.htm.

Go to

e http://www.few.vu.nl/~YourFormerFE
W FALWLoginName>/ G

| File Edit View Favorites Tools Help

e http://www.falw.vu/~YourFormerFEW ‘ Hello, World.
FALWLoginName>/

2 hittp/ oo few.vu.n]) - P-EC & fewwvunl

to see the results.
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3. Via Webdrive

Start Webdrive from the start menu. Add a new
connection by clicking New and click SFTP and
then click on Next.

On the next page enter the following information:
e Url/Address: sftp.data.vu.nl
e Username: <Your VUnet-ID>
e Password: <Your password>

Next, press Advanced Settings.

Click on Connection Settings and type for the
Command timeout (seconds): 120.

U WebDrive

== |[==]

B

Mew

Server List

App Settings

Search Server List

Backup

Basic File Settings

Substitution

File Permissions
Cache Settings

Basic Cache Settings

[] Set initial state to Offline

‘When connection te Internet or Server is lost

[Promptto work Offline -

S5L Protocol Settings

[ ssLv2 SSLv3

[#]TLs1.0 @ TLs11 TLS12

Site Wizard ==
Please enter Account Information Q
WebDrive
UH/ Addressfip datovunl
Username:  ,p13
Password: L eaees
[¥] Save Password
< Back ][ Next > ] l Cancel ]
r - 3
Properties - sfip.data.vu.nl P S
S SR General Connection Settings
General Host Settings
[¥] Use default port 22
General Settings
9 Command timeout (seconds) 120
Connection Settings
Failed transfer retry count: 2
SFTP Settings
Active Connection Limit 4
General
Active Upload Limit 2
Advanced
File SE‘I‘t"ﬁgS |1 Bypass proxy server for this Site
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Click on SFTP Settings and type the following
path in the Root Directory section:

e For your personal homepage:

0 /mnt/personal/few/<YourFormerFE
W_FALWLoginName>

0 /mnt/personal/falw/<YourFormerFE
W_FALWLoginName>

e For your group homepage:

0 /mnt/group/<YourGroupSite>

On the bottom left click on the tab “Basic Cache
Settings”. Perform the following steps (in order):

1. Turn off the checkbox inherit global settings
2. Set the Cache Mode to Custom

3. Check all checkboxes such that they are all
checked. The number values can remain at their
default value.

I
Properties -

I D

Host Settings
General Host Settings
General Settings

Connection Settings

General
Advanced
File Settings
Basic File Settings
Substitution
File Permissions
Cache Settings

Basic Cache Settings

SFTP Settings

SFTP Settings

Smnt/persenal/few/ _—_—u—-

Version 4 -

Cipher preferences MAC preferences

Root Directory:
SFTP Version:

[¥] aes256-che = ||~ | |[#]shal -
[V twofish256-cbe | |[#]sha2-224 -
[¥]twofish-cbe = [¥]sha2-256

[¥] aes128-che [¥]sha2-384

[¥] twofish128-cbe [¥]sha2-512

[¥] blowfish-cbc [¥|md5

V| 3des-ctr 52 [¥]none

[ Default Ciphers | | Default MACs

[ Use Zlib compression
[] Enable file block /O (random access)

Folder Auto-mount list ; seperated

Client Host Key to connect to server with |

Properties -
Host Settings
General Host Settings
General Settings
Connection Settings
HTTP Settings
DAV
General
Advanced
File Settings
Basic File Settings
Substitution

Cache Settings

| Basic Cache Settings

[ ["]Inherit global cache settings ]

(2) Single User (Fastest) - assume cached files are up to date

Cache Mode

() Multi-user - Check with server to determine if cache files are up to dat

ustum - select cached options below

() None - download files from server on each access by an application

[Cache Options
Cache Files
Validate cached files with servers medified tir
Expire cached files after (x) seconds 30
Cache Directory Listings
Validate cached directory listings with servers modified tii

Expire cached listing after (x) seconds 30

Flush cache files on connect

Flush directory listings on connect
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Next press Ok and then press Next. v 3 -
On the next screen you can choose a name for &
the connection, such as “FEW/FALW website”.

Next, pick an unused drive letter to which the T

connection will be linked. If you wish to o

automatically connect when you log in to your ) Connect tlogin/staup

computer, check the checkbox Connect at

login/startup. ConnectNow

Finally, press Finish.

Webdrive is now setup to connect to your
FEW/FALW website file.

<Bock | Fnisn | [ concel

Go to Windows EXplorer and go to your —i-_-l, Jmnt/personal/few TN ndex.htrm - WD sftp.data.vunl - Editor - WinSCP

chosen path. Start editing index.htm by = . — . @
double clicking. If there is no index.htm, Heﬂlllo wmdﬁ%' a9 B & [ & | Encoding - [ Color- &

make a text file and save this under the
name index.htm.

Go to

e http://www.few.vu.nl/~YourForme [
rFEW FALWLoginName>/ e

& hitp/ S fewvu.n|/ - GRS

|Fi|e Edit View Favorites Tools Help

e http://www.falw.vu/~YourFormerF ‘Hello,“-'orld_
EW FALWLoginName>/

to see the results.
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